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Chapter @wline

Our fingerprint technology is focused on the research and development of enterprises, mainly in the fingerprint core m
Gold means through series fingerprint modules are our core products, excellent performance, reliable, cost-effective, all fing

The best collaboration products, mainly divided into semiconductor capacitive, scratch-type semiconductor, optical thin thre

1.1working principle

Fingerprint processing consists of two processes: fingerprint logon process and the fingerprint matching process [whic
And fingerprintisegréh two ways].
Fingerprint logon, a fingerprint for edimestthie2Second input image processing, synthetic templates are stored in the 1

Fingerprint matching, fingerprint sensor head, to verify the
fingerprint image input and processing, then the module .
fingerprint template matching comparison (with a template 1: 1If a plurality of; way

?&%ﬂﬁ%tg ﬁ%ﬁh@%‘&}%éﬁ@ﬂﬁ@hn@@ﬁ%ﬁ@%@%@ﬁ%%ﬁ gives the matching results (pass or fail).
method, namely

Chapter thime main technicallndicators sur

Profile:256 bytes
Template
files:512 bytes

Supply voltagsc 5V, (3.3VOptional)
Supply Current:Standby current 5-Waorking currel2OmA Peak currents<130mA

Fingerprint image input time:<0.5 seconds
Window size:20mm X 16mm

Match mode:Than on the way (1: 1)
Search mode (1: N)

storage:200

Security Level:Five (from low to high: 1,2,3,4,5) Default 3
False Accept Rate (FAR):<0.001% (security level 3)

False Rejection Rate (FRR):<1.0% (security level 3)
Search time:<1.0 seconds (1: 500 is average)
Resolutions500dpi

PC Interface: UART (TTL logic level)
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Baud rate (UART):(9600XN) bps where N = 1 ~ 12 (Default N = 6, that is 57600bps)

working environment:

Temperature: -25 °C - + 55 °C Relative
Humidity: 40% RH-85% RH (non-
condensing)

Storage environment:

Temperature: -40 °C - + 85
°C Relative humidity: <90%
H (no condensation)

Optical module €C3) Dimensions (LYWYH): long 47.65mmXwidth20.50mmXhigh 21.20mm

Semiconductor module DimeRsiwiH):

Capacitive module Dimensions: MPU: LongsmmXwidth28mmXhigh7mm
Sensor: Long 33.4mmXwidth20.4mm
Scratch-off modiimensions: main board: [3sagnXwidth28mmXhigh7mm

Sensing plate24damgXwidth20mmXhigh5mm

Article3 Page ofi1page



third chapgtardware interface

3.1PC Interface (board marked: J1)

Module with the host computer via 6PIN 1.27mm pitch wire. Pin is defined as follows:

No. Pin Description Remark
1 Finger detection power supply 43.6-5V
2 Finger detection signal Standard output is active high
3 Power + Power supply positive
4 Send module X
5 Module receives RX
6 power supply- Negative power supply

Note: One end of the circuit board near the right side of the crystal to pin 1: finger detection power supply +

PC is recommended during development, the need to design the power supply control circuit (transistor).

3.1.1 Serial communication

Serial communication module with the usdrRiavicdetheeihtarfatiows:

class|
Pin Numbername Functional Description
type
1 VTouth Oyt finger detection power supply positive output
2 TSingle Out finger detection signal output terminal
3 Vin in Positive power supply input. (Thread color: red)
4 TD out | Serial data output. TTL logic levels. (Thread color: green)
5 RD in Serial data input. TTL logic levels. (Thread color: white)
6 GND - Signal ground. Internal power supply is connected to ground. (Thread golor: black)

Note: Type column,inlt represents the input tmbetmadirien the module.

3.1.1.1 Hardware connection

Module via the serial communication interfage3vers bdiditectimarnptedion: data transmission module pin
(4footTD) Connected to the data sink bit mrR&Eip&sata receiving module fafo6tRD) Connected to the data transmission bit ma
end(TXD).

For the RS-232Level (for examplBcMachine) to communicate with the PC, increase the level of transfer between the mo
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Conversion circuitMfoxasediirplet).

3.1.1.2 Serial protocol

Half-duplex asynchronous serial communication7dtep€Efmubdseidoatemmand 9600~115200bps.
Start bit Stop bits

ﬁ 0 /D0 X DI W D2 W D3 W D& W D5 D6 X D7 / 1

| 10 frame format I |

Frame format for traBsmiaséon OLevel start bit, 8Bit data (LSB first) and one stop bit, no parity
Bit.

3.1.1.3 Power-up time

After the power module)m$ibimie for initialization. In the meantime, the module does not respond to the host computer c

3.1.1.4 Electrical param@t@rS(AM power levels to/Signal ground GD&] The reference level

1. power input

Ginsemgmber
item Eye unit Equipmbiuite
Least | typical| maxdmum
voltage  Vin 3.0 3.3 3.6 The normal operating value
Limit voltayén . 0.3 3.6 \% Outside this range may cause permanent damage
Working culrrent 90 100 110 mA
Peak curreifeak 150 mA
2.  TXD(Oufput, TTLLogic level)
Ginsemgumber
project Articleltem unit Remark
Least typical maximum
VoL I —amA 0.4 \Y% logic 0
V o I = amA 2.4 3.3 logic 1
3. RXDFoot (input, TTLLogic level)
Ginsemgumber .
project Articleltem unit Remark
Least typical maximum
\ 0.6 v logic 0
Vi 2.4 logic 1
A\ =5V 1 mA
i A\ 30 A
= 3.3V u
V lmax 0.3 5.5 Vv Limit input voltage
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3.2Sensor Interface (board marked?)

Split module provides a dedicated interface with optical fingerprint sensor plate (17-pin single row socket / pin, pitch 1
The interface is connected via a 17-pin ribbon cable and sensor board. When the user no special requirements, provided for

The integrated module interface is connected internally, without the user to consider.
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Chapter FeypstemSystem resources

In order to meet different customer needs, modular system provides a number of resources available to the user systen

4.1Buffer

RAM modules are equipped with an image buffer ImageBuffer with two 512 bytes buffer size profile

CharBufferl and CharBuffer2. Users can read and write arbitrary instruction
buffer. Image buffer and two signature file buffer contents are not saved when the
module is powered down.

4.1.1Image buffer

ImageBuffer image buffer for storing image data and an image processing module int¢boainisadiplegd,
Image format256)288Pixels.
Through the UART port to upload or download images to speed up, only use pixel high four bytes, namely 16-level gray

Each byte represents two pixels (one pixel high four low four
pixels in the same row as a next adjacent column is about two . .
pixels into one byte transfer). Since the itf¢gafations, upload PCWhen the display (corueiiéoxtirg)to

Gradation should be extended (extenzis$tep grayscale gbitBitmap format).
It is transmitted through the USB port the entire 8-bit pixel, 256 shades of gray.

4.1.2Characterized in file buffer

Characterized in file buffer CharBufferl CharBuffer2 or both can be used to store common feature can also be used to

Template profile.

4.2Fingerprint database

FLASH module in open storage areas in the period as a fingerprint template storage area, commonly known as the fing
It is the power of protection.
Fingerprint template stored in accordance with the serial number, if the fingerprint storage capacity of N, the number

2 N-2, N-1. Users can access only fingerprint database content based on the serial number.

4.3System configuration parameters

For the convenience of users, the open part of the system parameter module, allows users to command, specify a single

Number) parameter values. See Setting basic parametersesmma8y sheniupasystetars and Read$ygPinstruction
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When the host computer send commands to modify the system parameters, according to the original configuration moc

Configuration record to FLASH, the system after the next power-up, according to the new configuration.

4.3.1Baud Rate Confrol (parameter d):

This parameter control module with the host computer via the communication baud rate when UART communication, i

12), corresponding to the bay yaiss (9600

4.3.2Security level (parameter ID: 5)

This parameter controls the threshold for fingerprintbesvielhingha dasgech,1dividesd
Security level 1 False highest raRepudiation lowest rate. Secusifhlmvdlalse AcceReRathidioonekighest rate.

4.3.3Package confent length (parameter ID: G)

This parameter control module and PC communication, allowing the contents of the data packets transmitted every tim

01,2,3Corresponding to the length (number of byte3),a2d 26 fodlows:

4.4System status register

System status register indicates the current operating status of the module.
ReadSysPara instruction by instruction reads, length 1Word. Its Members are
defined as follows:

Bit No. 154 3 2 1 0
significancBeserved ImgBufStat PWD Palss Busy
Note:

0 Busy: - one bit is set to 1 indicates that the system is executing commands, 0 indicates the system is idle
0 Pass: accounting 1, 1 indicates that fingerprint verification;

0 PWD: accounting for one, set to indicate that the device handshake password verified;

O

ImgBufStat: accounting for one, is set to indicate the presence of a fingerprint image buffer valid finger

4.5 Module password

After power-on reset module, will first check whether the device handshake password is changed. If it is not modified, |

There needs to verify the password directly into the normal
working condition; or module password as the default password,
you can not validate passwords. Pass009te, The factory

default PRsY¥RRAdSinside the password has been modified (see InSaPeidprySetmusadsrsondrify that the device handshake

After the password, the password by the module only into normal working condition. Otherwise, the module refuses to exect

After the password change, the new
password is stored in Flash memo

power is still pre$SREdNSEU IS and set tRetadiswtmittion.

Password
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4.6 Module address

Each module has an identification address, the module communicate with the host computer, each instruction / data in

Send each packet contains an address contains the address
items. Module only contain the same address with its own
address instructions and data packet respond.

Module address is 4 bytes, the default factory default value: OxFFFFFFFFE. Users can modify the command module add:

See the instruction set module address SetAdder). After the module address changes, the new address in the module after p

4. 7Random number generator

Internal module integrates a 32-bit hardware random number generator (random number seed is not required), the use

Generates a random number and uploads, see the random number sampling instruction GetRandomCode.
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chapter FiinroughCommunication protos

Communication protocol defines the rules between the C2 series modules and PC information exchange. In either UA.
Interface type, have adopted the same set of communication protocols and instruction set. If the PC using a PC, it is recomm
Module to improve system speed (thanks to USB when uploading multiple grayscale image and fast, and the module can do

use).

5.1Packet format

Module and PC communication, commands, data, receive and transmit the results, it is carried out in the form of data

Packet Format:

Baotou address cdde Package Id¢ntRacket lengBlackage contents (instruction / data / pararﬁémksmjnh%ntiﬁcation coc

Packet detailed definition table

name symbol length Explanation

Baotou START 2|bytes Fixed 0xef01, when transferring big endian.

The default value Oxffffffff, the user can

address code ADDER 4 bytes generate a new address by the instruction.

Module will reject an address error
packets—Whentransferring-bigendian:

0x01 indicates a command packet (Command packet).

It indicates a packet (Data packet), and
a follow-up package. Data packets can
0x02 not enter a separate execution process,
must follow the instruction packet or a

Package Identif§ID 1 byte response packet back.

0x07 represents a response packet (ACK packet), you can follow-up packet.

It represents the last data packet
0x08 | that end packet (EndData packet).

A maximum of 256 bytes; packet length refers
to the package contents (instruction / data)
Packet lengtH. ENGTH|2 bytes plus the length of the efficacy and the length
(ie, the contents of the packet length +2).
Length in bytes, when transferring big endian.

It may be instructions, data, command
Package ConteRfsTA - parameters, like the answer.
(Fingerprint characteristic value, the

Package label, the packet length and
Checksum SUM 2 byte the cumulative arithmetic content of
all bytes and, more than two-byte

billcll y iyllUl CUu., VVIITII tl dllbfb‘l I illg blg
endian.
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5.2Check with the response packet

Instruction only by the host computer to the module, the
module up crew response. The module receives instructions,
through the response packet, the implementation of the

Numbgle Rt Gamumlyand rpakits wib b neparted fockieihgst
respoiie AL RERANEE 6 VYRR MIIBEERIng packets and the

situation of the implementation of the command module.
The response packet includes a confirmation code byte (must have) and possibly some return parameters.

Confirmation code definition table:

® N e W N

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.

0x00:
0x01:
0x02:
0x03:
0x06:
0x07:
0x08:
0x09:
0xOa:
0x0b:
0x0c:
0x0d:
0xOe:

0x0f:

0x10:
0x11:
0x13:
0x15:
0x18:
Oxla:

indicates the instruction is finished or OK;

indicates the packet reception error;

that there is no finger on the sensor;

represents input fingerprint image failed;

represents the fingerprint image is too messy and not green features;

represents the fingerprint image is normal, but too few feature points (or too small) feature not born;
indicates fingerprints do not match;

indicates no search fingerprint;

Merge feature indicates failure;

indicates the address number to access the fingerprint database beyond the scope of the fingerprint d:
indicates a read error or invalid from the fingerprint template library;

Upload feature indicates failure;

indicates that the module can not accept subsequent data packet;

Upload your image indicates failure;

Delete template indicates failure;

Empty fingerprint database indicates failure;

indicates the password is incorrect;

indicates that no buffer zone is not a valid original picture image is born;

read and write FLASH indicates an error;

Invalid register number;

twentyx@fe.address code error;

twent@xBio password must be verified;

twen@tmeeSystem Reserved.
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Chapter SmoldThe block instruction

C2 Series modules total of 21 instructions. Applications through different combinations of instructions, to achieve a var

All instructimasismission of data are in the form of data packets transmittedi RReskedtffometts and definitions, see

6.1System class instruction

1) Verify Password VfyPwd

Function: Handshake Password Authentication Module (see 4.6 Module password).

Input parameters:
PassWord return

parameters:
frR ARt RdDx 13
Instruction packet format:
2 bytes 4 bytes 1 byte 2 bytes 1 byte 4 bytes 2 bytes
Baotou Module address Package IdgntitPacket length Instruction code Password Checksum
Oxef01 XXXX 0x01 0x0007 0x13 PassWord Sum

Response packet format:

2 bytes 4 bytes 1 byte 2 bytes 1 byte 2 bytes
Baotou Module address Package IdentitPacket length Confirmation co@hecksum
Oxef01 XXXX 0x07 0x0003 X Sum

Note: The confirmation code = 0x00 represents the correct password verification;

Confirmation code = 0x01
represents income package
is wrong; confirmation

Instructi aﬁIfl@% Sty Packet 1 I i P 4 bytes);
* Instruction p A p&%‘%ﬁ?@sﬁ co% acket lexiybhites) +Instructiofl beae+Password(4 bytes)
* Response packqb bhresksPankage Idemtify+Packet lexizjbltes) + Confirmatibhyeyde

* Checksum bytes are added, more than two-byte binary ignored when transferring big endian;

* The default module axdffeig';' The default passwond08d00000. "

2) Set the password SetPwd

Function: Handshake password setting medNeothele password).

Input parameters:
PassWord return
parameters: Confirm
word instruction
code: 0x12
Instruction packet format:

2 bytes 4 bytes 1 byte 2 bytes 1 byte 4 byte 2 bytes
Baotou Module address Package IdentitPacket length Instruction code Password Checksum
Oxef01 XXXX 0x01 0x0007 0x12 PassWord Sum
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Response packet format:

2 bytes 4 bytes 2 bytes 1 byte 2 bytes
Baotou Module address Packet length Confirmation co@hecksum
0xef01 XXXX 0x0003 X Sum

NOTE: Confirmation Code = 0x00 indicates OK;

Confirmation code = 0x01 represents income package is wrong;

3) Set the module addréetAdder

Function: Set the module address
(see 4.7 module address). Input
parameters: The new module address
Return parameter: Confirm word
instruction code: 0x15

Instruction packet format:

Instruction packebybgcifavkage Idemtify+Packet lexigjbltes) +Instructiofl bgap+Password(4 bytes);
Response packeqb shresksPankage Idemtify+Packet lexizjbltes) +Confirmatibhyeyde
Checksum bytes are added, more than two-byte binary ignored when transferring big endian;

The default module adéf#ss';' The default passwoda€gd00000. "

2 bytes 4 bytes 1 byte 2 bytes 1 byte 4 bytes 2 bytes
Baotou Module original adtbhelsage IdentitPacket length Instruction cdilee new module a@desdssum
0xef01 XXXX 0x01 0x0007 0x15 XXXX Sum
Response packet format:
2 bytes 4 bytes 1 byte 2 bytes 1 byte 2 bytes
Baotou The new modyle a®dc&sge IdentitPacket length Confirmation co@hecksum
0xef01 XXXX 0x07 0x0003 X Sum

Note: The confirmation code generated address = 0x00 indicates success;

Confirmation code = 0x01 represents income package is wrong;

4) Set the basic parameters of the module system SetSysPara

Function: Setting operating parameters
(see 4.4 System configuration
parameters). Input parameters:
Parameter number Return parameter:
Confirm word instruction code: 0x0e

Instruction packet format:

Instruction packebybgcifavkage Idemtify+Packet lexizjblites) +Instructiofl bgae+The new moduié adeyess
Response packe? bhesksPackage Idemiifyy+Packet leiizjbhtes) + Confirmatibhycgde
Checksum bytes are added, more than two-byte binary ignored when transferring big endian;

The default module addf#ss';' The default passwona€gd00000. "

2 bytes

4 bytes

1 byte

2 bytes

1 byte

1 byte

1 byte

2 bytes
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Baotou Module addres®Package IdentPgcket lengthInstruction cBaeameters [No. content Checksum

0Oxef01 XXXX 0x01 0x0005 0x0e 4/5/6 X Sum

Response packet format:

2 bytes 4 bytes 1 byte 2 bytes 1 byte 2 bytes
Baotou Module addrgss Package IdentitPacket length Confirmation co@aecksum
0xef01 XXXX 0x07 0x0003 X Sum

NOTE: Confirmation Code = 0x00 indicates OK;
Confirmation code = 0x01

represents income o
packagé€ i register number is incorrect;

«  Instruction pRABEELA AR e 1demtity: Packet lexizybltes) +Instructiofl bedy+Parameters Noyte)
+content(1 byte);
*»  Response packeb ohesksPackage Idemytity+Packet leiiziblites) +Confirmatibhycgde

* Checksum bytes are added, more than two-byte binary ignored when transferring big endian;

* The default module axdf#ss' ' The default passwondag’00000. "

name Parameters No. content
Baud Rate 4 9600 x N bps (N Range: 1 to 12)
Security Level 5 Five levels, ranging from: 1,2,3,4,5
Package Contents Length Range: 0,1,2,3, corresponding to the length (number of bytes) were: 32,64,128,256

5) Read system parameters ReadSysPara

Function: read the module status registers and basic system configuration parameters (see 4.4 and 4.5 system conf
System status register).

Input parameters: none
Return parameter: +
word confirm the basic
parameters of the
instruction code: 0x0f
Instruction packet format:

2 bytes 4 bytes 1 byte 2 bytes 1 byte 2 bytes
Baotou Module address Package IdentitPacket length Instruction codeChecksum
0xef01 XXXX 0x01 0x0003 0x0f Sum

Response packet format:

2 bytes 4 bytes 1 byte 2 bytes 1 byte 16 bytes 2 bytes
Baotou Module addrgss Package IdentitPacket length Confirmation cBdsic parametersChecksum
0xef01 XXXX 0x07 0x0013 X Table structure Sum

NOTE: Confirmation Code = 0x00 indicates OK;
Confirmation code = 0x01 represents income package is wrong;

* Instruction packebubgelBaukage [demtify+Packet leiizyblates) +Instructiofl bgdp
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*»  Response packeb ohesksPackage Idemtit)-Packet leii@blites) +Confirmatibhyeyddasic param@terges);
* Checksum bytes are added, more than two-byte binary ignored when transferring big endian;

* The default module axdffss' ' The default passwondag’00000. "

name Description Offset Size (word)
(word)
Status Register | State of the system register contents 0 1
System identificatiexecbdelue: 0x0000 1 1
Fingerprint databEsegsrprint storage capacity 2 1
Security Level | Security Level code number (1,2,3,4,5) 3 1
Device Address 32-bit device address 4 2
Packet size Packet size codes (0,1,2,3) 6 1
Baud rate setting N (corresponding to a baud rate of 9600 x X bps) 1

6) Read fingerprint template index table ReadConList

Function: read module fingerprint template index table,
and each read up to 256 fingerprint template of the index
table. Input parameters: the index page

0 represents the index page reads 0 to 255 fingerprint templates index table
1 represents the index page reads 256 to 511 fingerprint templates index table

2 represents an index page reads 512 to
767 fingerprint templates on behalf of
the index table index on page 3 reads

Return paraﬂ%p;,%g&ﬁngerprint templates index
confirm the ffﬁe print
template index table

InstructioPpHMeioR Gade: 0x1f

2 bytes 4 bytes 1 byte 2 bytes 1 byte 1 byte 2 bytes
Baotou Chip address Package IdentitPacket length Instruction coddndex page Checksum
0xef01 XXXX 0x01 0x0004 0x1f 0/1/2/3 Sum

Response packet format:

2 bytes 4 bytes 1 byte 2 bytes 1 byte 32 bytes 2 bytes
Baotou Chip address Package IdentitPacket length Confirmation cobelex Table Checksum
0xef01 XXXX 0x07 0x0023 X Table structurg Sum

Note: 1. Confirmation code = 0x00 indicates read success index table;
Confirmation code = 0x01 represents income package is wrong;
2, a maximum of 256 fingerprint template read index data, insufficient data complement 256 "0."

3, the index table data structure: every eight to a group, and each output from the peak beginning. Table below:

Transmission ordéigh output from the low byte byte order, and each byte output from the peak beginning.

lowest Template numher 7 6 5 4 3 2 1 0
Significant Byt¢ Template index table dota 0/1 0/1 0/1 0/1 0/1 0/1 0/1
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The lower two Template numher 15 14 13 12 11 10 9 8
Significant Byte Template index table data 0/1 0/1 0/1 0/1 0/1 0/1 0/1

highest Template numher255 254 253 252 251 250 249 248

Significant Byte¢ Template index table data 0/1 0/1 0/1 0/1 0/1 0/1 0/1

NOTE: The index table data "0" represents the corresponding position without a valid template; "1" represents the correspo

* Instruction packebubgciaukage Idemtify+Packet lerizsblates) +Instructio¢l bgap+Index page byte);
*»  Response packeb ohesksPackage Idemytify+Packet leiiblites) +Confirmatibhyeydéndex Tabls bytes);
* Checksum bytes are added, more than two-byte binary ignored when transferring big endian;

* The default module axdffgs' ' The default passwondag’00000. "

7) Read valid number template TempleteNum

Function: read the number of
fingerprint templates stored in
the module. Input parameters:
none Return parameter: +
word template confirm the
number N of the instruction

.code: Ox1d
Instruction packet format:

2 bytes 4 bytes 1 byte 2 bytes 1 byte 2 bytes
Baotou Module address Package IdentitPacket length Instruction codeChecksum
Oxef01 XXXX 0x01 0x0003 0x1d 0x0021
Response packet format:
2 bytes 4 bytes 1 byte 2 bytes 1 byte 2 bytes 2 bytes
Baotou Module address Package IdentitPacket length Confirmation c6de number pf te@ipaksum
Oxef01 XXXX 0x07 0x0005 X N Sum

NOTE: Confirmation Code = 0x00 indicates read success;
Confirmation code = 0x01 represents income package is wrong;
* Instruction packebybgciaokage Idemtify+Packet lexigjbltes) +Instructiofl bgey
* Response packeqh bhresksPankage Idemitify+Packet leiigyblites) +Confirmatibhyeyd@he number(@byem)plate
* Checksum bytes are added, more than two-byte binary ignored when transferring big endian;

* The default module axdf#sg';' The default passwonada8d00000. "

6.2Fingerprint processing class instruction

8) Recorded the fingerprint image Genlmg

Function: detecting a finger, after detecting the input fingerprint image stored in ImageBuffer, and returns the ent
code. If undetectable finger, the finger directly back without confirmation code.

Input
parameters:
none Return
parameter:
Confirm word
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Instruction code: 0x

Instruction packet format:

01

2 bytes 4 bytes 1 byte 2 bytes 1 byte 2 bytes
Baotou Module addrgss Package IdentitPacket length Instruction codeChecksum
Oxef01 XXXX 0x01 0x0003 0x01 0x0005
Response packet format:
2 bytes 4 bytes 1 byte 2 bytes 1 byte 2 bytes
Baotou Module address Package IdentitPacket length Confirmation co@hecksum
0xef01 XXXX 0x07 0x0003 X Sum

NOTE: Confirmation Code = 0x00 indicates successful entry;

Confirmation code = 0x01
represents income package is
wrong; confirmation code =
0x02 means no finger on the
sensor; confirmation code =

9) Upload images Uplmage

Function: the data module in the image buffer ImageBuffer uploaded to the host computer to upload to the host cor

1.1.1Image buffer).

Input parameters: no

ne

Return parameter: Confirm word

Instruction code: 0x0

Instruction packet format:

a

Instruction fadke tmdigelskacecidémtit)y+ Packet lexigjblites) +Instructiofl bgay
entry;

Response pac%e{? bhegksPankage Ifemtifly+ Packet lexizjblites) +Confirmatibhyagde

Checksum bytes are added, more than two-byte binary ignored when transferring big endian;

The default module adéf#se' The default passwoba0dd00000. "

2 bytes 4 bytes 1 byte 2 bytes 1 byte 2 bytes
Baotou Module addrgss Package IdentitPacket length Instruction codeChecksum
0xef01 XXXX 0x01 0x0003 0x0a 0x000e
Response packet format:
2 bytes 4 bytes 1 byte 2 bytes 1 byte 2 bytes
Baotou Module address Package IdentitPacket length Confirmation co@hecksum
0xef01 XXXX 0x07 0x0003 X Sum
Packets (follow-up package) format:
2 bytes 4 bytes 1 byte 2 bytes N bytes 2 bytes
Baotou Module address Package IdentitPacket length Package Contenfhecksum
0xef01 XXXX 0x02 N+2 Image data Sum
End packet (no follow-up package) format:
2 bytes 4 bytes 1 byte 2 bytes N bytes 2 bytes
Baotou Module address Package IdentitPacket length Package Contenfhecksum
0xef01 XXXX 0x08 N+2 Image data Sum
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Note: 1, then sends confirmation code = 0x00 indicates subsequent packets;

Confirmation code = 0x01

represents income package is

wrong; that they can not send a
2, séﬁgﬁ‘faQﬁElﬁﬁccﬁ 5 5aPK8E send data packets or after the end
pacKEPSEGHERL f&, and the data packet and an end packet
without response packet; 3, the number of bytes N package

Instructi ﬁé&%&é&%ﬂ@é@%@ i ?@2& CORCRES Bk

* nstruction package by the fa to%%(%g%%ggﬁgn n%‘ih 1S gg?%ﬁ@@ﬁes;

* Response packeqb bhresksPankage Idemtify+Packet lexizjbltes) +Confirmatibhyeyde

* Checksum bytes are added, more than two-byte binary ignored when transferring big endian;

* The default module axdf#ss'; The default passwonadasd00000. "

10) Download image Downlmage

Function: PC to download the image data to the module see in the image buffer Imiatgieagtebuffer
Area).

Input
parameters:
none Return
parameter:
Confirm word
Instructionnsdcketidormat:

=i OO0

COUg T UAULD
2 bytes 4 bytes 1 byte 2 bytes 1 byte 2 bytes

Baotou Module address Package IdentitPacket length Instruction codeChecksum

Oxef01 XXXX 0x01 0x0003 0x0b 0x000f

Response packet format:

2 bytes 4 bytes 1 byte 2 bytes 1 byte 2 bytes
Baotou Module addrgss Package IdentitPacket length Confirmation co@hecksum
0xef01 XXXX 0x07 0x0003 X Sum

Packets (follow-up package) format:

2 bytes 4 bytes 1 byte 2 bytes N bytes 2 bytes
Baotou Module address Package IdentitPacket length Package Conten®hecksum
0xef01 XXXX 0x02 N+2 Image data Sum

End packet (no follow-up package) format:

2 bytes 4 bytes 1 byte 2 bytes N bytes 2 bytes
Baotou Module addrgss Package IdentitPacket length Package Contenthecksum
0xef01 XXXX 0x08 N+2 Image data Sum

Note: 1. Confirmation code = 0x00 means that

you can receive the subsequent data packet;

confirmation code = 0x01 represents received

packet is wrong; confirmation code = 0x0e

unable to receive subsequent data packets.
2, sending instruction packet, receive packet after packet or the
end of the module response. 3, the number of bytes N package
content value is determined by the length of the packet contents,

« Instruction FREEAHREERATERYE FARMRRPRGER ISciBtiRed 2a R  tion oo

* Response packeqb bhresksPankage Idemtify+Packet lexizjbltes) +Confirmatibhyeyde
* Checksum bytes are added, more than two-byte binary ignored when transferring big endian;
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* The default module axdffss' ' The default passwondag’00000. "

11) Image generation feature Img2Tz

Function Description: ImageBuffer original fingerprint image generation feature, or documents stored in CharBuf
CharBuffer2.

Input parameters: BufferID
(feature buffer number) Return
parameters: Confirm word
instruction code: 0x02

Instruction packet format:

2 bytes 4 bytes 1 byte 2 bytes 1 byte 1 byte 2 bytes
Baotou Module addrgss Package IdentitPacket length Instruction codguffer No. Checksum
0xef01 XXXX 0x01 0x0004 0x02 BufferID Sum

Note: The buffer CharBufferl, CharBuffer2 of BufferID are 0x01 and 0x02, if you specify it
Its value, according to CharBuffer2 process.

Response packet format:

2 bytes 4 bytes 1 byte 2 bytes 1 byte 2 bytes
Baotou Module address Package IdentitPacket length Confirmation co@hecksum
0xef01 XXXX 0x07 0x0003 X Sum

NOTE: Confirmation Code = 0x00 indicates success generating feature;

Confirmation code = 0x01 represents income
package is wrong; confirmation code = 0x06
represents a fingerprint image is too messy and
not green features; confirmation code = 0x07
represents a fingerprint image is normal, but too
few students not feature point feature;
confirmation code = 0x15 represents the imag

«  Instruction BAgkePAPOS RHIEGeA JEMUSTLARES ble BRI Agastruction boty-+Buffer No. (1 byte);
« Response paRiP8ibiokePankage Idemtity+Packet lexizblies) +Confirmatibhyagde
* Checksum bytes are added, more than two-byte binary ignored when transferring big endian;

* The default module axdffss' ' The default passwondag’00000. "

12) Feature synthetic template RegMadel

Function Description: CharBufferl and CharBuffer2 the merge feature to generate a template file, the result in
CharBufferl and CharBuffer2 (both the same content).

Input
parameters:
none Return
parameter:
Confirm word

Instructlonmmeiucﬁnrmat:

O-05

LUU T UAUO

2 bytes 4 bytes 1 byte 2 bytes 1 byte 2 bytes

Baotou Module address Package IdentitPacket length Instruction codeChecksum

Oxef01 XXXX 0x01 0x0003 0x05 0x0009

Response packet format:

2 bytes 4 bytes 1 byte 2 bytes 1 byte 2 bytes
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Baotou

Module addrgss Package Ide

ntitPacket leng

th Confirmatiog

n codhecksum

Oxef01 XXXX

0x07

0x0003

X

Sum

Note: The confirmation code = 0x00 represents a successful merger;

Confirmation code = 0x01 represents income
package is wrong; confirmation code = 0x0a
merger represents failure (two fingerprints do

«  Instruction PHRIBEIRRIEING FRIGSREG Packet lexsbhtes) +Instructiof ey
* Response packqb blresksPankage Idemtify+Packet lexizjbltes) + Confirmatibhyeyde

* Checksum bytes are added, more than two-byte binary ignored when transferring big endian;

* The default module axdffeig';' The default passwond08d00000. "

13) Template or upload feature UpChar

Function: the feature buffer CharBufferl or CharBuffer2 the signature file
uploaded to the host machine. Input parameters: BufferID (buffer number)
Return parameters: Confirm word instruction code: 0x08

Instruction packet format:

2 bytes 4 bytes 1 byte 2 bytes 1 byte 1 byte 2 bytes
Baotou Module addrgss Package IdentitPacket length Instruction codguffer No. Checksum
0xef01 XXXX 0x01 0x0004 0x08 BufferID Sum

Note: The buffer CharBufferl, CharBuffer2 of BufferID are 0x01 and 0x02

Response packet format:

2 bytes 4 bytes 1 byte 2 bytes 1 byte 2 bytes
Baotou Module addrgss Package IdentitPacket length Confirmation co@hecksum
0xef01 XXXX 0x07 0x0003 X Sum
Packets (follow-up package) format:
2 bytes 4 bytes 1 byte 2 bytes N bytes 2 bytes
Baotou Module address Package IdentitPacket length Package Contenfhecksum
0xef01 XXXX 0x02 N+2 Template data Sum
End packet (no follow-up package) format:
2 bytes 4 bytes 1 byte 2 bytes N bytes 2 bytes
Baotou Module addrgss Package IdentitPacket length Package Contenthecksum
0xef01 XXXX 0x08 N+2 Template data Sum
Note: 1. Confirmation code = 0x00 signifies that the following data packets;

Confirmation code = 0x01
represents income package
is wrong; confirmation code

2, sendiXQdHapEesfibacker, send data packets or after the end

pack@SHRUGHAREXRSAHED

without response packet. 3, the number of bytes N package
content value is determined by the length of the packet contents,
the factory package content length is set to 128 bytes. 4, the

* Instruction paekbiebdcihhgéddbhheyePavkeislofitbhibyfhrsirodtital bgde+Good buffer(l byte);
features.

* Response pac?(e{ﬂ bhegksPankage Idemitify+Packet leiizyblites) +Confirmatibhyeyde

* Checksum bytes are added, more than two-byte binary ignored when transferring big endian;

* The default module axdfgs' ' The default passwondag’00000. "

Article20 Page of31page

¢fle data packet and an end packet




14) Features or download

a Dempldhar

Function: PC to download the file to a
characteristic feature buffer module.
Input parameters: BufferID (buffer

number) Return parameters: Confirm
word instruction code: 0x09

Instruction packet format:

2 bytes 4 bytes 1 byte 2 bytes 1 byte 1 byte 2 bytes
Baotou Module addrgss Package IdentitPacket length Instruction codguffer No. Checksum
0xef01 XXXX 0x01 0x0004 0x09 BufferID Sum

Note: The buffer CharBufferl, CharBuffer2 of BufferID are 0x01 and 0x02

Response packet format:

2 bytes 4 bytes 1 byte 2 bytes 1 byte 2 bytes
Baotou Module address Package IdentitPacket length Confirmation co@hecksum
0xef01 XXXX 0x07 0x0003 X Sum
Packets (follow-up package) format:
2 bytes 4 bytes 1 byte 2 bytes N bytes 2 bytes
Baotou Module address Package IdentitPacket length Package Conten€hecksum
0xef01 XXXX 0x02 N+2 Template data Sum
End packet (no follow-up package) format:
2 bytes 4 bytes 1 byte 2 bytes N bytes 2 bytes
Baotou Module addrgss Package IdentitPacket length Package Contenfhecksum
0xef01 XXXX 0x08 N+2 Template data Sum
Note: 1. Confirmation code = 0x00 means that you can receive the subsequent data packet;

Confirmation code = 0x01
represents income package is
wrong; confirmation code = 0x0e

2Sendinggigltgﬁ@ﬁﬂog?ﬁ)%iﬁlﬁe%ﬂi’éSgﬁ@]ﬁacket after packet or the end of the module response.

3, the number of bytes N package content value is determined by the length of the packet contents, the fact
Instruction packebybgeliBaokage Idemtify+ Packet lexizyblites) +Instructiofl bgadp+Buffer No.
Response packe? shresksPackage Idemtify+Packet leiizjbhtes) +Confirmatibhycgde

Checksum bytes are added, more than two-byte binary ignored when transferring big endian;

15) Stored template Store

The default module ad@f#g8';' The default passwoddaa’00000. "

(1 byte);

Function: The characteristics specified buffer (CharBufferl or CharBuffer2) template data stored

FlashFingerprint database specified location.

Input parameters: BufferID (buffer number) + PagelD (fingerprint location
number, two bytes, high byte first). Return parameter: Confirm word
instruction code: 0x06

Instruction packet format:

2 bytes 4 bytes

1 byte

2 bytes

1 byt

e 1 byte

2 bytes

2 bytes
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Baotou Module addres®ackage IdentPgcket length Instruction cBdéfer No. Position numb@hecksum

Oxef01 XXXX 0x01 0x0006 0x06 BufferID PagelD Sum

Note: The buffer CharBufferl, CharBuffer2 of BufferID are 0x01 and 0x02

Response packet format:

2 bytes 4 bytes 1 byte 2 bytes 1 byte 2 bytes
Baotou Module addrgss Package IdentitPacket length Confirmation co@hecksum
0xef01 XXXX 0x07 0x0003 X Sum

Note: The confirmation code = 0x00 represents saved successfully;

Confirmation code = 0x01 represents
income package is wrong; confirmation
code = 0x0b represents PagelID beyond
the scope of the fingerprint database;
confirmation code= 0x18It indicates a

* Instruction paciteblabsiéBauitage Idemtify+Packet lexigyblates) +Instructio¢l bga+Buffer No. (1 byte)
+Position @wbmésgr
* Response packeqb bhresksPankage Idemtify+Packet lexizjbltes) +Confirmatibhyeyde

* Checksum bytes are added, more than two-byte binary ignored when transferring big endian;

* The default module axdtfeig';' The default passwonadagr00000. "

16) Reads the template LoadChar

Function: The specified flash database ID number read into the fingerprint template or stencil buffer CharBufferl
CharBuffer2.

Input parameters: BufferID (buffer number) + PagelD (fingerprint
template library number, two bytes, high byte first). Return parameter:
Confirm word instruction code: 0x07

Instruction packet format:

2 bytes 4 bytes 1 byte 2 bytes 1 byte 1 byte 2 bytes 2 bytes
Baotou Module addres®ackage IdentPgacket length Instruction cBdéfer No. page numbe€hecksum
Oxef01 XXXX 0x01 0x0006 0x07 BufferID PagelD Sum

Note: The buffer CharBufferl, CharBuffer2 of BufferID are 0x01 and 0x02

Response packet format:

2 bytes 4 bytes 1 byte 2 bytes 1 byte 2 bytes
Baotou Module addrgss Package IdentitPacket length Confirmation co@hecksum
0xef01 XXXX 0x07 0x0003 X Sum

NOTE: Confirmation Code = 0x00 indicates read success;

Confirmation code = 0x01 represents
income package is wrong; confirmation
code = 0x0c indicates read wrong or
invalid template; confirmation code =
0x0bShowPageIDBeyond the scope of the

*  Instruction favketyinciatase Identi)+ Packet leii@yblites) +Instructiofl bgdg+Buffer No. (2 bytes)
+page number(2 bytes);

* Response packqb blresksPankage Idemtify+Packet lexizjbltes) +Confirmatibhyeyde
* Checksum bytes are added, more than two-byte binary ignored when transferring big endian;

* The default module axdffeig';' The default passwonad08d00000. "
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17) Remove TemplRiale

Function Description:Remove module fingerprint database for a specified period (the beginning of the specified II

Input parameters: PagelD (fingerprint template
library number) + N Delete template number.
Return parameter: Confirm word instruction code:

0x0c
Instruction packet format:
2 bytes 4 bytes 1 byte 2 bytes 1 byte 2 bytes 2 bytes 2 bytes
Baotou Module addres®ackage IdentPgcket lengthInstructionn codpage nunmb@elete number Checksum
Oxef01 XXXX 0x01 0x0007 0x0c PagelD N Sum
Response packet format:
2 bytes 4 bytes 1 byte 2 bytes 1 byte 2 bytes
Baotou Module address Package IdentitPacket length Confirmation co@hecksum
0xef01 XXXX 0x07 0x0003 X Sum

Note: The confirmation code = 0x00 represents Remove Templates success;

Confirmation code = 0x01
represents income package
is wrong; confirmation code

Instruction pa
Te

+Delete nungbbytes);

18) Empty fingerprint database Empty

Response packeqb shresksPankage Idemtify+Packet lexizjbltes) +Confirmatibhyeyde
Checksum bytes are added, more than two-byte binary ignored when transferring big endian;

The default module adéf#ss' The default passwoba0dd00000. "

Function: Remove all modules in the library fingerprint fingerprint template.

Input
parameters:
none Return
parameter:
Confirm word

Instructionmsdrketidormat:

4 Osz06-

e OXot

2 bytes i 4 bytes

1 byte

2 bytes

1 byte

2 bytes

Baotou

Module addrgss Package Ide

ntitPacket leng

th Instruction

codeChecksum

Oxef01 XXXX

0x01

0x0003

0x0d

0x0011

Response packet format:

2 bytes 4 bytes

1 byte

2 bytes

1 byte

2 bytes

Baotou

Module addrgss Package Ide

ntitPacket leng

th Confirmation co@hecksum

Oxef01 XXXX

0x07

0x0003

X

Sum

NOTE: Empty the confirmation code = 0x00 represents success;

Confirmation code = 0x01
represents income
package is wrong;
confirmation code = 0x11
showing empty failure;
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* Instruction packebybyciaukage Idemtity+Packet leii@yblites) +Instructiofl beedy
*»  Response packeb ohesksPackage Idemtity+Packet leiizyblites) +Confirmatibhyegde
* Checksum bytes are added, more than two-byte binary ignored when transferring big endian;

* The default module axdffss' ' The default passwondag’00000. "

19) Exact matching two fingerprint characteristics Match

Function: Module precise alignmeh€harBufferl and CharBuffer2 the profile, and to more than
Results.

Input parameters: none
Return parameter: +
word alignment score
confirmation instruction

code: 0x03
Instruction packet format:
2 bytes 4 bytes 1 byte 2 bytes 1 byte 2 bytes
Baotou Module addrgss Package IdentitPacket length Instruction codeChecksum
0xef01 XXXX 0x01 0x0003 0x03 0x0007

Response packet format:

2 bytes 4 bytes 1 byte 2 bytes 1 byte 2 bytes 2 bytes
Baotou Module address Package IdentitPacket length Confirmation cod8core Checksum
0xef01 XXXX 0x07 0x0005 X XX Sum

Note: 1. Confirmation code = 0x00 represents fingerprint matching;

Confirmation code = 0x01
represents income package
is wrong; confirmation

2Aft 94ﬁe=119§(t9ﬁéﬂg.}f;?st%§<e(ﬂlted, two features the buffer contents remain unchanged.
ngerprints do not match;

* Instruction packebybgyciauvkage Idemtity+Packet lexiyblites) +Instructiofl beedy

*» Response packel bhesksPackage Idemtify+Packet leiizsblates) +Confirmatibhye)d&core(2 bytes);

* Checksum bytes are added, more than two-byte binary ignored when transferring big endian;

* The default module axdfEs' ' The default passwondag’00000. "
20) Fingerprint search Search

Function: In CharBufferl or CharBuffer2 the feature to search the entire document or part of the fingerprint data
Cable to Returns page.

Input parameters: BufferID + StartPage (Home) + PageNum (Page)
Return parameter: + word confirmation page (matching fingerprint
template) Command code: 0x04

Instruction packet format:

2 bytes 4 bytes 1 byte 2 bytes 1 byte 1 byte 2 bytes 2 bytes 2 bytes
Baotou | Module addreBackage IdeRttket lengtnstruction édéer No. Home Pages Checksum
0xef01 XXXX 0x01 0x0008 0x04 BufferID StartPage PageNum Sum

Note: The buffer CharBufferl, CharBuffer2 of BufferID are 0x01 and 0x02
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Response p

acket format:

2 bytes 4 bytes 1 byte 2 bytes 1 byte 2 bytes 2 bytes 2 bytes
Baotou Module addres®ackage IdentPgcket length Confirmation cpdge number Score Checksum
Oxef01 XXXX 0x07 0x007 X PagelID MatchScore Sum

Note: 1. Confirmation code = 0x00 represents searched;

Confirmation code = 0x01
represents income
package is wrong;

ZyME&;ﬁﬁglﬂéQﬂJ%?&% T B%uted, the buffer contents remain unchanged characteristics.

means no searc
Instruction packebybgciauvkage Idemtify+Packet lexi@yblites) +Instructiofl bgdg+Buffer No. (1 bytes)

’

+parameter(2 bytes) +Hom@ bytes) +Pages(2 bytes);

+Score(2 bytes);

6.30ther instructions

twenty one) Random sé@eifagdomCode

Function: make chip module generates a random number
and returned to the host computer (see 4.8 random number
generator). Input parameters: none Return parameter:
Confirm word instruction code: 0x14

Response packep ohesksPackage Idemytify+Packet leiigyblites) +Confirmatibhyeyd@age number(2 bytes)

Checksum bytes are added, more than two-byte binary ignored when transferring big endian;

The default module aéf#ss' The default passwoba0dd00000. "

Instruction packet format:
2 bytes 4 bytes 1 byte 2 bytes 1 byte 2 bytes
Baotou Module address Package IdentitPacket length Instruction codeChecksum
Oxef01 XXXX 0x01 0x0003 0x14 0x0018
Response packet format:
2 bytes 4 bytes 1 byte 2 bytes 1 byte 4 bytes 2 bytes
Baotou Module address Package IdentitPacket length Confirmation cocendom numberChecksum
0xef01 XXXX 0x07 0x0007 X XXXX Sum

NOTE: Confirmation Code = 0x00 indicates generate success;

Confirmation code = 0x01 represents income package is wrong;
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Response packeqb bhresksPankage Idemtify+Packet lexigjbltes) +Confirmatibhyeydeandom ngrhixes);
Checksum bytes are added, more than two-byte binary ignored when transferring big endian;

The default module a8’ The default passwobd€gd00000. "




Chapter \Rrogram openDeveloper's Guide

7.Program flow chart
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Input fingerprint flowchart
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Fingerprint search elements flowchart
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6.4Instruction Set Summary Table

6.4.1Functional classification

6.4.2Press the instruction code sequence

Types pfNo. g@neratﬁ@nwatur@SExplama@l@m@s ofNo. gen@ratﬁ@nmatur@sExpﬂama@lm

1 0x13 efficacy password Finger 13 0x08 upload feature

system 2 0x12 set a password 14 0x09 Download feature
3 0x15 Set Address Grain| 15 0x06 stored template

C@mmﬂs%@m 0x0e se¢t system parameters 16 0x07 read-out template
5 0x0f regad system parameters Office 17 0x0c Remove Templates

olase 6 0x1fread fingerprint template nd%x tah lwe 18 0x0d Empty fingerprint databa
7 0x1d read fingerprint template numiaﬁ 19 0x03 fingerprint match

Finger 8 0x01 recorded fingerprint imade class 20 0x04 fingerprint search

Grain 9 0x0a Upload your image

Office 19 0x0b dpwnload images its twenty OmB4 random sampling

Reaspn 4 0x02 image transfer feature he

class 12 0x05 features synthetic templafe class

gen@raLtﬁ@nu Kee FeaturesExplanal tﬂn@raLﬁﬁ@nmdﬁ@ﬂpFu Kee FeaturesExplanation
0x01 GenImg Record fingerprint imfade®)d Empty Empty fingerprint datapase
0x02 Immg2Tz Image transfer feature 0xOe SetSysPara Set system parameters
0x03 Match Fingerprint matching] 0x0f R¢adSysPara read system parameters

0x04 Serach Search Fingerprint 0x12 SetPwd Set a password

0x05 RegModel feature synthetic template 0x13 VfyPwd Efficacy password

0x06 Store Templates are stored| 0x14 GetRandomCode rangom sampling

0x07 LoadChar read template 0x15 SetAdder Set Address

0x08 UpChar Upload feature 0x1d TempleteNum read fingerprint template number
0x09 DowFMhr downlpad feature 0x1f ReadConList Read fingerprint templhte index table
0x0a UpImage Upload your image

0x0b Downlmage download images

0x0c DeletChar Remoye Templates
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